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Expanded graphical content, integrated templates, worksheets, and implementation tools

SOLICITATION FAR / DFARS c EVIDENCE &
& CONTRACT CLAUSES md  REQUIREMENTS ASS g ' AFFIRMATION

The contract creates the duty. NIST defines the safaguards. CMMC verifies i plementation. Evidence proves it.

CMMC LEVELS AT A GLANCE mmmﬁnﬂuinbghm-

LEVEL 1 - FCI
15 FAR safeguards Annual seif-assessment
LEVEL 2 - CUI
110 NIST SP 800-171 Rav. 2 requirefsdideC3PAD assessmeani

LEVEL 3 - Critical CUI
Level 2 plus selected enhatcadreguresbllECAC assessmeant

PLAN
Confirm applicability, level, budget, and leadarship.

SCOPE

Define data flows, people, assals, faciliies, and providers.

IMPLEMENT
Build controls, documentation, and opearating evidence.

ASSESS

Conduct internal assessment and remediate findings.

SUSTAIN
Manitor changes, affirm status, and improve continuously.

WHAT IS NEW IN THIS FINAL EDITION

Professional publication cover and executive visual overview
Integrated section divider for templates, worksheets, and ready-to-use tools

Sixteen implementation termplates covering scoping, SSP, providers, evidence, POA&M, incident response, governance, and planning

Unified publisher footer and final-edition page structure
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How to Use This Guide

Read only what you need today, but use the full guide to build a sustainable program.

This handbook is designed for business owners, executives, proposal teams, IT personnel, compliance
staff, security professionals, prime contractors, and subcontractors. It starts with basic definitions and
gradually introduces the legal, technical, documentation, and assessment activities needed to pursue
defense contracts.

Each chapter uses the same learning pattern. First, it explains the topic in plain language. Next, it
describes why the topic matters to contract eligibility. It then identifies practical actions, common
evidence, and frequent mistakes. The appendices provide reusable checklists and planning tools,

Reader Recommended Starting Point Immediate Goal

Business owner or executive Chapters 1-5 Understand applicability, risk, budget,

and accountability.

New government contractor Chapters 1-8 Determine the target level and create a
realistic implementation plan.

IT or compliance lead Chapters 6-14 Build scope, documentation, controls,

pvidence, and assessment readiness.

Prime contractor / supply-chain lead Chapters 3, 5,11, and 13 Control clause flow-down and supplier
information sharing.

Cybersecurity professional Chapters 7-16 Deepen assessment, evidence, provider,

and continuous-compliance expertise.

THE FOUR QUESTIONS THAT DRIVE THE ENTIRE PROGRAM
1) What contract requirement applies? 2) What information must be protected? 3) Which systems, people, facilities,
and providers are in scope? 4) What final evidence proves every required safeguard is operating?

Contents

1 CMMC in Plain English
2 Current CMMC Status and What Contractors Should Do Now
3 I How FAR, DFARS, NIST, and CMMC Fit Together
4 Determine Whether CMMC Applies
5 CMMC Levels, Assessment Types, Scoring, and Validity
i The Complete Contractor Readiness Roadmap
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7 Scoping the Assessment Environment
8 Building the Documentation Package
g Implementing CMMC Level 1
10 Implementing CMMC Level 2 and the 14 NIST Families
11 Cloud Services, External Providers, and Subcontractors
12 SPRS, Self-Assessments, POA&MSs, and Affirmations
13 Preparing for a C3PAD or Government Assessment
14 Incident Reporting and Operational Response
15 Continuous Compliance and Program Management
16 From Beginner to Expert-Level Capability
117 Appendices and Worksheets
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CHAPTER START

1. CMMC in Plain English

What the program is, what it is not, and why it matters to your ability to win and perform @

defense contracts.

The Cybersecurity Maturity Model Certification, commonly called CMMC, is the Department’s method for
checking whether contractors and subcontractors have implemented the cybersecurity protections
required for the federal information they handle. The program applies to the contractor environment
where Federal Contract Information (FCI) or Controlled Unclassified Information (CUI) is processed,
stored, transmitted, or protected.

CMMC is not a software product, a single cybersecurity policy, or a one-time certificate purchased from a
consultant, It is an assessment framework. The underlying duties come from the solicitation and contract,
especially FAR and DFARS clauses. NIST publications describe the security requirements and assessment
objectives. CMMC defines the assessment scope, status, scoring, evidence, affirmation, and maintenance
rules.

Solicitation & FAR / DFARS NIST CcCMMC
Contract Clauses Publications gd Program

Creates the legal duty Define safeguarding, Describe security Defines scope, assessment
reparting, and eligibility reuirements and assessment status, affirmation, and
ohjectives validity

ASSESSABLE IMPLEMENTATION

Approved documentation + configured technology + trained people + retained evidenc

0w

CMMC verifies implementation; it does not replace the contract clauses or NIST requirements.

Figure 1 - How the contract, regulations, NIST requirements, CMMC assessment, and evidence fit together.

Why the Government Uses CMMC

Defense contractors hold valuable information about weapons systems, maintenance, logistics,
engineering, manufacturing, software, personnel, and operations. Adversaries frequently target smaller
suppliers because those organizations may have fewer resources than large prime contractors. A
compromised subcontractor can expose sensitive information or become a path into a larger supply chain.

CMMC increases assurance by requiring a contractor to demonstrate that safeguards are not merely
planned but actually implemented. A mature contractor can show approved documents, configured
technology, trained personnel, recurring operating records, and leadership accountability. These are the
same ingredients needed to reduce real-world cyber risk.
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Compliance, Assessment, Status, and Certification

Term

Plain-Language Meaning

FORGESEC TECHNOLOGIES LLC | CMMC CONTRACTOR READINESS GUIDE

Example

interview, and test methods.

Compliance The organization actually meets the MFEA is configured, used, monitored,
applicable contract and security and supported by evidence.
requirements.

Assessment A structured review using examine, An assessor reviews the MFA policy,

interviews the administrator, and tests
login behavior.

CMMC Status

The result recorded for a defined scope
and CAGE code structure,

Final Level 1 (5elf), Conditional Level 2
(C3PAD), or Final Level 3 (DIBCAC).

Certification

Independent Level 2 C3PAO or Level 3
government verification.

A C3IPAD conducts a Level 2
certification assessment and uploads
results.

COMMON MISUNDERSTANDING

CMMC status.

A vendor can sell a FedRAMP-authorized cloud service, but the contractor still has responsibilities for identity,
endpoint security, configuration, data handling, incident reporting, and evidence. Buying a product does not create

The Business Goal

The practical goal is not simply to “pass CMMC.” The goal is to become eligible for the contracts the

company wants, perform those contracts without violating information-handling duties, reduce

operational risk, and maintain evidence that supports executive affirmations. CMMC should therefore be

managed as a business program involving contracts, operations, IT, security, human resources, facilities,

purchasing, and leadership.
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CHAPTER START

4. Determine Whether CMMC Applies

A decision process that begins with the opportunity and information flow - before the compar @
spends money on technology.

receive, create, store,
process, or transmit
nonpublic federal

No FCl ar CUl cul /Col

CMMC may not apply, but Target Level 1 Self unless Review the exact CMMC status
review every solicitation the solicitation states required by DFARS
and agency-specific clause. otherwise. 252.204-T025 / TO21.

Luwyénrw mms\:\f cul

Level 2 C3PAD

Level 3 DIBCAC only when
specifically required for
ritical programs and afte

Final Level 2 CIPAD,

The seolicitation controls. Obtain written clarification when the data type or required status is unclear.

Figure 2 - A simplified CMMC applicability decision tree.

Step 1 - Identify the Customer and Opportunity

CMMC is principally a defense acquisition program, but a contractor may also face CUI safeguarding
requirements under other federal contracts. Record the solicitation number, agency, contracting office,
prime contractor if applicable, due date, performance locations, and expected role. A subcontractor should
obtain the applicable clauses and data requirements from the prime rather than relying on a verbal
statement that “CMMC is required.”

Step 2 - Review the Complete Solicitation and Proposed Contract

Search for FAR 52.204-21 and DFARS 252.204-7012, 7019, 7020, 7021, and 7025. Also look for requirements
involving CUI, controlled technical information, export control, operations security, cloud computing,
incident reporting, privacy, classified work, data rights, or access to government systems. Record every
clause in a contract compliance matrix and assign an owner.
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CHAPTER START
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5. CMMC Levels, Assessment Types, S
and Validity <

A complete explanation of what each level protects, who conducts the assessment, and how
status is maintained.

Increasing information sensitivity, assurance, evidence, and assessment rigor

LEVEL 3 - DIBCAC
Critical CUI f advanced threats

L=val 2 plus 24 enhanced reguirements
Government assessment. Level 2 CIPAD prerequl

LEVEL 2 - SELF / C3PAD

LEVEL 1 - SELF

A higher level includes a stronger assessment status, but contract eligibility still depends on the exact status named in the solicitation,
Figure 3 - The three CMMC levels and their increasing assurance requirements.

Level 1 - Foundational Protection for FCI

Level 1 applies to contractor environments that handle FCT but not CUL It consists of the 15 safeguards in
FAR 52.204-21. The organization performs an annual self-assessment, submits the result in SPRS, and
completes the required affirmation. Every applicable safeguard must be MET. A POA&M is not permitted,
so unresolved Level 1 deficiencies prevent Final Level 1 status.

Level 2 - Advanced Protection for CUI

Level 2 applies to environments that process, store, or transmit CUL The baseline is the 110 security
requirements in NIST SP 800-171 Revision 2. Some opportunities require a Level 2 self-assessment; others
require an independent Level 2 certification assessment by an authorized or accredited C3PAD. The
solicitation identifies which status is required.

Level 2 assessments use a maximum score of 110. Each NOT MET requirement subtracts 1, 3, or 5 points
according to the scoring methodology. A Conditional status may be available when the score is at least 80
percent and the POA&M contains only permitted items. The contractor must close the POA&M through the
required closeout assessment within 180 days or the Conditional status expires.
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6. The Complete Contractor Readines®

Roadmap

A 12-phase implementation method that turns contract requirements into an operating,
assessable cybersecurity program.

THE CONTRACTOR READINESS ROADMAP

Do not begin with software purchases. Begin with contract requirements, information flow, and scope.

4
Define -
SCopa

1
Commit

5
Inventory

3
Design
solution

12
Submit & : 3 -+
maintain 1

]
Document

The cycle repeats whenever contracts, systems, providers, facilities, or CUl flows change.

Figure 4 - The 12-phase CMMC contractor readiness roadmap.

Phase 1 - Establish Executive Commitment

CMMC affects contract eligibility, operating processes, technology choices, personnel, facilities, suppliers,
and legal representations. Leadership must name an executive sponsor, a program owrer, a technical
lead, a contracts lead, and an affirming-official candidate. The team needs written authority to make
scope, purchasing, access, and risk decisions.

PHASE OUTPUT

Approve a charter, target contracts, budget range, decision rights, meeting cadence, and issue-escalation process.

Phase 2 - Review Contracts and Opportunities

The team creates a contract inventory and clause matrix. Every target opportunity is analyzed for FCI, CUI,
CMMC level, assessment type, SPRS score, cloud, incident, export, privacy, and flow-down requirements.
Contract review prevents the company from building the wrong environment or promising a status it does
not possess.
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7. Scoping the Assessment Environm

How to define exactly which systems, people, facilities, and services will be assessed. g

Business Environmeant
{out-of-5 ustified]

Aszsessment Boundary

Cul / FCl Workflows

Hatworks Applications

Paper / Media

Endpoints Cloud | ESP

Scope is determined by what handles protected information or provides security protection - not by organizational preferance.
Figure 5 - The assessment scope surrounds the protected information lifecycle.

Why Scoping Controls Cost and Risk

Scoping determines the systemns and activities that must satisfy the requirements and produce evidence.
Bringing the entire corporate environment into scope may be simple conceptually but expensive to secure
and assess. Building a separate enclave can reduce scope, but only when the design prevents protected
information and security protection data from leaking into out-of-scope systems.

A narrow scope is not automatically a good scope. Employees may bypass a difficult enclave by emailing
files to ordinary accounts, downloading information to local devices, printing without controls, or using
unsanctioned collaboration tools. The best boundary balances security, user experience, contract
performance, administration, and assessment evidence.

Level 1 Scope

The Level 1 scope includes assets that process, store, or transmit FCL It also includes the people and
physical protections needed to implement the safeguards. Contractors should maintain an FCI asset
inventory, system description, users, locations, network connections, and evidence showing that FClI
remains within the defined environment.
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CHAPTER START

8. Building the Documentation Packa

How documents turn cybersecurity activity into assessable, repeatable, and governable @
evidence.

OPERATING RECORDS
logs, pickets, reports, approvals, reviews) tests

IMPLEMENTED MECHANISMS
configured systems, technical settings, physical protections, trainedgersonnel

APPROVED GOVERNANCE: S5P, policies, procedures, roles, contracts, diagrams, inventories

Figure 6 - The evidence pyramid: governance supports mechanisms, records, and final assessment artifacts.

Why Documentation Matters

Documentation does not replace implementation, but undocumented implementation is difficult to assess,
maintain, transfer, and affirm. A good document defines responsihility, describes the actual process,
establishes frequency, identifies records, and provides a repeatable method. Assessors use documents to
decide what should happen, interviews to understand what personnel believe happens, and tests to
observe what actually happens.

System Security Plan

The SSP is the central narrative of the Level 2 environment. It identifies the systern boundary, operating
context, users, locations, providers, interconnections, technologies, information types, and how each NIST
requirement is implemented. A strong 55P does not copy requirement text and state “implemented.” It
describes who performs the activity, which technology or process is used, how it is configured, how often
it occurs, what evidence is retained, and where that evidence can be found.
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SECTION

06

Templates,
Worksheets, and

Ready-to-Use Tools_

Reusable materials for scoping,

documentation, evidence, assessment,
and continuous compliance.

e
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SCOPING DOCUMENTATION EVIDENCE ASSESSMENT CONTINUQUS

COMPLIANCE
- PRACTICAL TOOLS.
4 T PROVEN FRAMEWORKS.
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Template 1 - Contract Review and CMMC Applicability Worksheet

Use this worksheet at the start of every opportunity to determine whether the work involves FCI, CUI, DFARS
clauses, required assessment status, cloud usage, subcontractor flow-down, and bid/no-bid implications.

How to Use This Template

Complete the template with specific contract, system, provider, and business details. Keep the working
version editable and preserve an approved or final version as controlled evidence when the document
becomes part of your assessment package.

Review Area Your Entry ( Notes

Opportunity ( Solicitation

Prime or Subcontract Role

Customer | Agency / Prograim

Entity / CAGE / UEI

Primary Place of Performance

FAR 52.204-21 Present?

DFARS 252.204-7012 Present?

| DFARS 252.204-7019 / 7020 Present?

DFARS 252.204-7021 / 7025 Present?

Does the work involve FCI, CUL, CDI. or other sensitive data?

Required CMMC level | status from solicitation

Will cloud or external providers handle protected
information?

Will lower-tier suppliers receive FCI or CUI?

Bid / No-Bid Decision and Rationale

Template 2 - Assessment Boundary and Scoping Worksheet

Use this template to document which people, assets, facilities, providers, and connections are in scope for the
assessed environment and why.

How to Use This Template

Complete the template with specific contract, system, provider, and business details. Keep the working
version editable and preserve an approved or final version as controlled evidence when the document
becomes part of your assessment package.
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